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Abstract
Intelligent Transport System (ITS) is an advanced application which provides web enabled services for traffic and transport system, 
which results in a safer, coordinated traffic network system. ITS is very effectively used in VANET (Vehicular Ad-hoc Network), 
which is a spontaneous creation of wireless network of vehicles for exchanging information between them, for improved transport 
and traffic management and to enable various users to be sufficiently informed about the road and make safer and smarter decisions 
on road by using transport networks. As the technology has to be used widely, there is a high need for a low cost VANET technology 
with high security and Quality of Service. To go for any further developments, a thorough analysis on the available technologies 
is essential to get a closer view on the current scenario. The result of this study can open doors for a better technology for future 
VANETs. This paper considers a few existing technologies such as CROWN, Vehicular Cloud and VANET-Cloud and a 
comparison on these is carried out.
© 2015 The Authors. Published by Elsevier Ltd.
Peer-review under responsibility of the organizing committee of RAEREST 2016.
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1. Introduction
Today, as the numbers of vehicles are increasing which results in more traffic congestion and crashes and 
thus being one of the major issues in developing countries which are to be effectively addressed by improving the 
current transportation systems, by considering the necessary needs of reducing the road traffic congestion and 
improving road safety. At present there are different technologies available for road safety that are been implemented 
all over the world. For example, in USA like developed countries, they are avoiding the traffic congestion by 
maintaining a traffic geometry which is achieved by giving the capacity per lane as about 2,200 vehicles per hour and 
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that each vehicle should maintain range of speed up to 100km/hr.The driving security and responsibility can be 
improved based on warning messages through GPRS or Mobile phone. There are other security measures like fixation
of camera in highway for speed control and other security measures available inside the car itself, like seat belt, air 
bags  etc.
Even though these methods make road transportation system better, they are not sufficient to improve the 
road traffic system to a greater extend or it is not satisfactory for the current technological world.Today there are many 
new and more beneficial technologies coming up like VANET [1], which is one of the technologies related to 
Intelligent Transport System [2].Researches on VANET are on-going.
VANET is a network of vehicles, used to exchange information, in which all the vehicles in the networks are 
interconnected through wireless technologies.According to the range and strength of the technology used, the capacity 
of vehicle in the network may vary and to achieve the data collection and processing, each vehicle is embedded with 
some On-board resources, including sensor, computer etc. There are mainly two types of communication possible in 
VANET, Vehicle to Vehicle (V2V) and Vehicle to Infrastructure communication (V2I).Each vehicle collects
information around the environment using sensors and processes the information using the resources inside the vehicle 
and exchange the information according to the requirements. Most widely used standard in VANET is Dedicated 
Short Range communication (DSRC).This standard is developed to support the V2V and V2I communication and
provides wide range of application including safety messages, traffic information etc. WAVE is another standard used 
worldwide which is developed by incorporating the DSRC with IEEE 802.11.The other wireless technologies which
can be used in V2V communication include IEEE 802.15.1 (Bluetooth), IEEE 802.15.3 (Ultra-wide Band) and IEEE 
802.15.4 (Zigbee), WiFi(802.11), WiMax(802.16)etc.
In VANET, the network topology is changing dynamically which creates a need for position based routing.
Some of the technologies used includes, CROWN [3], Vehicular Cloud [4][5], VANET-CLOUD[6]. All these 
mentioned technologies use the concept of Cloud computing [7] which is one of the highly emerging research areas.
Most of the industries are now migrating from its local network to cloud networkfocusing on maximizing effectiveness
of data storage. Cloud is shared pool of computing resources,provided by Cloud providers, hosted on the internet so 
that the clients can make use of them, without installing the services on their system, via internet.
2. VANET Technologies
In VANET, vehicle collect the data(images, videos etc.) in its vehicular environment using sensors available in that 
vehicle. This data will be processed by the resources that are available inside the vehicle itself, like onboard computers, 
GPRS etc. After processing the collected data, appropriate message will send to the other vehicles using wireless 
communication. DSRC (Dedicated Short Range Communication) is used in VANET for communication. DSRC has 
a range of 5.9GHZ, which is similar to WiFi. The vehicle can take actions based on the messages as per the needs.
The following methods add some additional capabilities to the VANET. There is a comparison on different methods 
to find out which one is better for better results in traffic system for future.
2.1. Vehicular  Cloud
Vehicular Cloud [4][5] is a cloud formed by the static resources such as on board computers, information 
etc., of stationary vehicles like the ones at the parking lot, traffic congestion etc. which are spending hours in such 
situation and wasting their resources. In such situations these vehicle can be a candidate for the cloud provider and 
other vehicles can make use of the resources of such vehicles. The owners of these vehicles can also rent out their 
excess capacity. These cloud provider vehicles can provide Storage as a Service (SaaS), Network as a Service (NaaS) 
and Cooperation as a Service (CaaS).  The main disadvantage of this scheme is that services can be accessible to 
clients only when the vehicles are online i.e. driver should be present in the vehicle which is many a time difficult in 
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the real time road scenario. It is not necessary that the cloud provider vehicles are online as while parking,most of the 
vehicles are locked.
Consider a scenario that, vehicle A & B had a head-on collision. Due to that, traffic has stopped in the collision 
area. Another vehicle C wants to reach its destination as early as possible. So C needs to know the current status of 
the collision. C send a request using onboard devices of that vehicle asking for the information about the collision 
from the neighbour(D) of the  collision involved vehicle. Vehicle D reply with live video streaming of collision. Here 
vehicle D acts as the cloud server. During the collision,the vehicle D is static thus its resources are not in use and can 
be used by other vehicle like C. But Vehicular Cloud is not applicable when the cloud service providers are in dynamic. 
Hence introduce a new concept called CROWN.
2.2. CROWN
As mentioned, the difficulty of stationary vehicles to be online all the time is been addressed in CROWN[3]
technology efficiently,by providing moving vehicles which act as the cloud servers called STAR. In this system there 
are two types of vehicles, Consumer Vehicleswho are normal users and STAR Vehicles who acts as servers. The STAR 
vehicle contains resources and rent their resources to the consumer vehicles that don’t havemuch resourcefor using 
Transportation System. To get the services from cloud server, the consumer vehicle should find out the nearest STAR.
Road Side Unit (RSU) helps the consumer vehicle to discover STAR vehicle from its anindex directorywhich has 
stored the details of all the STARs in its range like location of STAR, the type of resources it offers,the payment to be 
done per resources unit etc. The consumer vehicle should find out the STAR by using the index information in the 
RSU and make use of the services provided by each STAR vehicle. Vehicle might get internet access and resources 
needed via RSU but connecting using STAR is better as an RSU has to address many users at a time and 
communication channel might get congested.Also STAR provide high quality of service than the RSU and also the 
RSU may be far from the consumer vehicle so there will be a delay in exchanging packet between vehicle and RSU.
Figure 1 illustrates the message transfers in CROWN system.
1, 2) STAR defines their available resources and sends the Registration Packet (RP) to RSU
3) RSU receives RP and stores resource location, attribute and VANET
4, 5) RSU defines the STAR influence area and calculates all other RSU within that area
6) USER send request to the RSU for the STAR
7, 8) RSU finds the STAR that satisfies the user’s request and replies with details of STAR
9) USER send service packet to the STAR that is allocated by RSU
10, 11) STARprovides the payment information and services and the user starts consuming the services.
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Fig 1: The CROWN system
CROWN is an optimization technique.  During the communication between RSU,STAR and sender there is 
a chance for STAR and sender get out of the range, since STAR and sender are moving. So the procedure of 
communication needs to start from beginning. But CROWN system optimizes this problem by sending an alert to 
the next RSU and STAR and sender can resume their communication via the new RSU within their range. If STAR 
is not available then these consumption of services using STAR vehicle are not possible. Hence there is a suggestion 
comes forward that, if there is a large cloud server having all the services needed for handle all the request from 
vehicles then it would be a great achievement. This idea is proposed in VANET-CLOUD.
2.3. VANET-CLOUD
VANET-Cloud [6], make use of the functionalities of VANET and Cloud computing. In this system it extends
the concept of conventional cloud infrastructure. VANET-CLOUD is actually a theoretical concept based on new 
architecture.IN VANET-CLOUD architecture; there are mainly three layers, client layer, communication layer and 
cloud layer. The client layer consist of the vehicles, smart phone i.e., who needs the cloud services. Communication 
layer which makes the connection between the client layer and cloud layer. This communication layer includes many 
wireless communication technologies, GPRS, Road Side Unit(RSU) etc. The clients request the services from cloud 
layer through the communication layer. In cloud layer, there are two models, permanent and temporary cloud. 
Permanent cloud is same as that of the traditional cloud computing infrastructure and it act as the data centres for 
storing data. The temporary cloud which provide different resources for on-board calculations in the vehicles. The 
data collected by each vehicle is stored in the cloud. Here the on board computing is also done within the cloud itself.
Figure 2 illustrates the architecture of VANET-Cloud.
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Fig 2: Architectural View of VANET-Cloud
This Cloud can be a private or public cloud and can rend their services to vehicles. The users can use this cloud 
services and pay according to their use. The cloud is always available rather than the cloud in CROWN.
3. Analysis
In the above mentioned cloud based technologies security is the major issue, i.e. it is necessary to authenticate 
each vehicle in the cloud before getting connected for resource sharing, especially the cloud providers. It is very easy 
to hack these vehicles and create many attackslike Denial of Service (DoS)[8]. In DoS,the attacker try to prevent the 
users from getting the cloud services or it give wrong messages to the users.The following criteria are considered for 
our study on how far these technologies can perform in an actual road environment.
3.1. Security
In VC there are lots of challenges where Security is one of the main issues.It is very essential to authenticate 
each vehicle in the VC and also verify the identity of each node (vehicle), especially the identity of cloud provider 
vehicles[10]. It is also needed to check the integrity of the messages that are deliveredto and by each vehicle [9].It is 
very difficult to give a proper security system for the vehicular cloud, because the location of the vehicle is changing 
and so is the location of the cloud provider. In this weak scenario the attacker can easily get into this system and can 
jam the system with multiple messages and thereby block the available services and security.
In CROWN system, there are number of STAR vehicles, which act as the cloud in which it is needed to be 
given more importance to the STAR vehicles as the attackers will try to make use of the weakness of STAR. As we 
need to take care of a number of STARs, not just one STAR, it is very difficult to handle the entire STAR community 
without any attack and hence the security issues are high in CROWN. In both Vehicular cloud and in CROWN 
,security should be provide to number of vehicles. So it is very difficult to keep monitoring and providing security to 
all these vehicles.
VANET –Cloud is better than Vehicular cloud and CROWN. As compared to other two methods VANET-
Cloud has only one cloud provider. Any failure happened in that cloud provider will results in the entire failure of the 
system. Hence we need to provide more security to that Cloud provider and can concentrate on that single cloud 
provider.
Cloud Layer
Permanentand Temporary cloud)
Communication Layer
(Wireless network,GPRS,RSU)
Client Layer
(Vehicles)
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3.2. Quality of Service
Quality of Services (QoS)includes constrictions such as low error rate, minimal transmission delay, better 
bandwidth etc. for expressing the level of services or performance provided to the user. Considering the need to 
improve the QoS for better results in our systems, the lack of consistent infrastructure and changing topology in all 
the mentioned VANET technologies will lower the QoS.
Vehicular Cloud is useful only when the cloud provider vehicle is stationary (traffic jams, parking time etc.);
hence it is very difficult to maintain the QoS provided to the user. Where-as in CROWN, each consumer vehicle gets 
the details of STAR, who will broadcast the information as per the request. Here there is a chance for collision of the
broadcast information coming from different STAR vehicles which will be a transmissionproblem.
VANET-Cloud is designed in such a way that, combining the good features of VANET and Cloud computing
and results in a better QoS providing technology. In CROWN and Vehicular cloud, there will be a lot moremessage 
exchanges between the cloud provider vehicle and consumer vehicle,i.e.,even after getting the services from the cloud 
provider vehicle, the customer vehicles should broadcast or exchange the information gathered by them to other 
customer vehicles (or cloud provider vehicle do the same), which in turn causes large transmission delay. At the same 
time, in VANET-Cloud, there is only one service provider and every customer vehicle can meet the same provider for 
resources which decreases the number of message exchanges needed for resource utilisation. But, sometimes the 
presence of a single provider may create congestion in the links and causes Transmission delay.
3.3. Resource Allocation
Resource allocations in all the three technologies are done using cloud. In Vehicular Cloud, the cloud 
provider is the vehicles whose resources are not in use (such as vehicles wasting their time in parking lots, traffic 
congestion etc. ) can be participating as cloud provider.In CROWN, the interested vehicles can become the cloud 
provider which arebeen called STAR. There might be more than one STAR vehicle in the CROWN system.
The Cloud provider in VANET-Cloud might be a single private or public cloud which has all the features of 
the conventional cloud. Here we use the cloud as temporary cloud - which provides the services like onboard 
computers, sensors etc. or permanent cloud that is same as that of traditional cloud infrastructure.
3.4. Cost
Vehicular Cloud has low security. To improve the security some factors should be consider such as use of 
good technologies which will lead to increase in cost and also we need more monitoring and take security methods in 
number of vehicles, this increase the cost..Considering CROWN, if the STAR vehicle is a public one (like Government 
buses or Taxies), then the cost will be low. But for the private vehicles the cost will be high.In CROWN,RSU and 
STAR vehicle needs more security. There are lots of STAR vehicles so need high cost to maintain all these. In the 
above two methods the user (vehicle) get services from multiple cloud provider vehicles. So the customer vehicle 
should pay to each cloud provider vehicle from which it gets services.VANET-Cloud in which the user pay only for 
the services it use. The single cloud provider will provide all the services to all the vehicles. So the cost for the services 
will be low compared to CROWN and Vehicular cloud. The security and maintenance is needed for only that single 
cloud provider, so cost become low compared to rest of the methods.
A comparison of the 3 technologies based on some important constraints is shown in Table 1.
                Table 1. Comparisonof VANET technologies
Technologies           Security       QoS Resource 
Allocation
Cost
Vehicular Cloud       Low              Low Stationary Vehicles High
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CROWN                   Low             Low STAR High
VANET Cloud         Medium       Medium Temporary cloud Low
Figure 3 illustrates the graphical representation on comparison of the VANET technologies. X-axis indicates different 
VANET-Technologies and Y-axis indicates the performance of these mentioned VANET technologies based on 
Security, Cost and QoS. From the graph we can conclude that,based on Security and Cost perspective VANET-Cloud 
is better than Vehicular Cloud and CROWN.
 
Fig3: comparison using Graphical Representation
4. Conclusion and Future Scope
Vehicular Cloud, CROWN and VANET-Cloud are technologies used for general cloud computing in 
VANET. As per the study conducted, it has been concluded that, VANET-Cloud is having more security, low cost 
and better QoS compared to the other two technologies. Also the resource allocation using temporary cloud makes it 
easy to implement and use. Still VANET-Cloud has some security issues like DoS attack due to the single provider 
scenario. So, it becomes necessary to monitor and protect the VANET-Cloud, as any failure occurring in the Cloud 
will smash the entire system.Another major issue found is the lack of authentication among communicating vehicles. 
Incorporating any security protocol that provides authentication such as Digital Signature Algorithms with VANET-
Cloud technology in future and it might results in more secure and cost effective system with reduced DoS attack for 
our road traffic system.
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